[TamsiTka i o0yyaromuxcst 00 HHPOPMALMOHHOM O€30MaCHOCTH AeTel
Henbzs
1. Bcem moapsi cooOmark CBOXO YacTHYIO HH(popMaIuio (HacTosme uMs, paMuinmio, TenedoH, aapec, HoMep
IIKOJIBI, a Taroke ororpaduu CBOM, CBOEH CEMbHU U ApYy3ei);
OTKpBIBATh BIOXKECHHBIE (PAHITBI DIEKTPOHHOM ITOYTHI, KOTa HE 3HACIIH OTIIPABHUTEIIS;
['pyOuTh, MpUANPATHCS, OKa3bIBATh JIABJICHUE - BECTH Ce0s1 HEBEKIIUBO U arPECCHBHO;
He pacnopspkaiicst teHpraMu TBoei ceMbH 0e3 pa3pelleHns CTapIlkX - BCeTAa CIIpalliBail poanTenei;
He BcTpeuaticst ¢ IHTepHET-3HAKOMBIMH B PEAJIEHOM )KHU3HH - TOCOBETYHCS CO B3POCIIBIM, KOTOPOMY
JIOBEpsCIIb.
OcTopoXHO
He Bce mumryt npasay. Uuraems o cebe Henpasy B ViHTEpHETE - cO0OIIN 00 3TOM CBOMM POIUTEINSAM HITH
OIIEKYHaM;
[MpurnamaroT nepenuchBaThCs, UPaTh, 0OMEHHUBATHCS - IPOBEPb, HET JIN MOJBOXA;
HesakonHoe xonupoBanue ¢aiiinoB B MIHTepHETE - BOPOBCTBO;
Bcerna pacckasbiBaii B3pOCIIbIM 0 Ipo0ieMax B CETH - OHH BCErja MOMOTYT;
Hcrnosp3yii HACTPOIKK 0€30MaCHOCTH U IPUBATHOCTH, YTOOBI HE TIOTEPSATH CBOM aKKAYHThI B COLICETSIX U
JPYTUX TOpTaaX.
MoxHo
YBaxail ApyTHUX MOJIb30BaTENIEH;
[onp3yerbest IHTEpHET-NCTOYHUKOM - JieNail CCBUIKY Ha HEro;
OTKpBIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;
OOparaThcs 3a IOMOIIBIO B3POCIIBIM - POJUTENH, OMEKYHbI H aJIMHHUCTPAIIMS CATOB BCEra OMOTYT
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WNudopmanronHas naMaTka it 00y4JaroIuXxcs Uil pa3MelIeHns Ha O(UIHATIbHBIX HHTEPHET-
pecypcax

C Ka)XIBIM TOJI0M MOJIOJICKH B HHTEPHETE CTAHOBUTHCS OOJIBIIIE,  INKOJLHUKH OJHH U3 CAMBIX AKTHBHBIX
nojb3oBaTenei Pynera. Mexay TeM, MOMHMO OIPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U
poOJIeMBL. DTa MaMsATKa TOJHKHA TOMOYb TeOe 0e3011acCHO HaXOUThCS B CETH.

KomnprorepHblie BUpYChI

KoMIbroTepHBIi BUPYC - 3TO pa3HOBHAHOCTH KOMITBIOTEPHBIX MPOTPaMM, OTIIMIUTEIFHOH 0COOEHHOCTHIO
KOTOPOI1 ABJIAETCS CIOCOOHOCTH K Pa3MHOXKEHHMIO. B omoTHeHne K 3TOMy, BUPYCHI MOTYT ITOBPEIUTH MIIN
MOJTHOCTBIO YHHUYTOXXUTH BCe (PaliIbl U TaHHbIE, TIOAKOHTPOJIBHBIE MTOJIB30BATENI0, OT UMEHU KOTOPOTO ObLIa
3aIlylIeHa 3apakKeHHas IPOrpaMMa, a TAKXKe MOBPEIUTh UIU JIaKe YHUUYTOXUTh ONEPALUOHHYIO CUCTEMY CO
BceMH (haiimaMu B 1etoM. B GONBIIMHCTBE ciTydaeB pacipoCTpaHAIOTCS BUPYCH YePe3 HHTEPHET.

MeTobI 3aIUTHl OT BPEIOHOCHBIX MIPOTPAMM:

1. Hcnons3yit cOBpeMeHHBIE OIIEpalliOHHBIE CHCTEMBI, IMEOIINE CePhEe3HBIH YPOBEHD 3alIUTHI OT
BPEJOHOCHBIX IPOrpamM;

2. TlocrosHHO ycTaHaBnuBal mauTH (LU POBBIE 3aMIaTKU, KOTOPhIE aBTOMATHUECKH YCTAHABIMBAIOTCS C
LENBI0 JopabOTKH MPOrpaMMbl) U APyrUe OOHOBJICHUS CBOCH ONEepallMOHHOM cucTembl. CkaunBai MxX
TOJIBKO € OHIIHAIBHOTO caifTa pazpadborunka OC. Ecin cymiecTByeT peskiuM aBTOMaTHYeCKOTO
OOHOBJICHHS, BKIIFOUH €T0;

3. Paboraii Ha cBOEM KOMIBIOTEPE MO/ TIPaBaMU ITOJIB30BATENIS, 4 HE AAMUHHUCTPATOPa. TO HE MO3BOIUT
OOJIBIIMHCTBY BPEAOHOCHBIX POTPaMM HHCTAJIIMPOBATHCA Ha TBOEM IIEPCOHATEHOM KOMITBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHbIE IPOrPaMMHBIE MPOIYKThI U3BECTHBIX IIPOU3BOAUTENEH, C aBTOMATUYECKUM
o0HOBIICHHEM 0a3;

5. OrpanHndp GU3NIECKHH TOCTYI K KOMITBIOTEPY IJIS TOCTOPOHHHX JINII;

6. Ucrnonb3yii BHEIIHHE HOCUTENIN HHPOPMAIINH, TaKHe KaK (hIelka, AMCK Win (aiisl U3 MHTepHEeTa, TOJIBKO U3
MIPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbIBaif KOMIBIOTEPHBIE (aiIBI, OTyYeHHBIE N3 HEHAAEKHBIX UCTOYHUKOB. Jlaxke Te daiinsl,
KOTOpBIE IIPHCIIAN TBOM 3HAKOMBIH. JIydllle yTOYHN Y HETO, OTIIPABIISI JIX OH TeOe HX.

Ceru WI-FI

Wi-Fi - 3170 He BHJ Iepeayn JaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIMIIb Oper 1, Mapka. Emte B 1991 roxy
HHUJEpIaHCKas KoMIIaHus 3apeructpuponana 6penn "WECA", uro o6o3Havano cioBocouyeranue "Wireless
Fidelity", koTOpbIi IepeBOANTCS KakK "OeCIIPOBOIHAS TOYHOCTB .



Jlo Haiero BpeMeHH JIonuia Apyras ab0peBuaTypa, KoTopas sSBJISeTCS TAaKOW e TEXHOJIOTUEH. DT
ab6pesmuarypa "Wi-Fi". Takoe Ha3BaHMe OBLIO JaHO C HAMEKOM Ha CTAaHIAPT BEICIIECH 3ByKOBOU TeXHUKU Hi-
Fi, uTo B mepeBoie 03HayaeT "BHICOKAs TOYHOCTH'.

[a, 6becrmaTHBIA HHTEPHET-IOCTYI B Kade, OTeISIX U a3pONopTax SBISETCS OTIIMIHON BO3MOKHOCTBIO BEIXOA
B UHTepHET. Ho MHOTHE 3KCIIepThl CUUTAIOT, 4TO 00mmenocTynHele Wi-Fi ceTu He SBIAIOTCS 6€30IaCHBIMH.
CoBeTsl 110 6€301macHOCTH pabOTHI B 001Ie10CTyTHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro TuUHy0 HHpOpMaIuo yepes odmenocrynabie Wi-Fi cetn. Paboras B HuX,
JKeJaTeIbHO HE BBOAUTH MApOJIH JOCTYIA, JIOTHHBI U KaKHe-TO HOMEPA;

2. UVcnonb3yii 1 OOHOBIISH aHTHBUPYCHBIE IPOrPaMMBI 1 OpaHaMayep. TeM caMmbIM ThI 00e301acHIIb ce0st OT
3aKauKy BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkimroun ¢pynxnumio "OO6muii foctym K ¢aitiam u npuatepam'. JlanHas
(byHKIUS 3aKpBITa [10 YMOJYAHHIO, OJJHAKO HEKOTOPHIE M0JIb30BATENIN AKTUBUPYIOT €€ AT y100CTBa
WCIIOJIB30BaHMS B PaboTe WK yueoe;

4. He ucnons3yit myonuunsiii WI-FI 11 nepenaun IM4HBIX JAHHBIX, HATPUMED JUIS BBIXOAA B COLIUANIBHBIE
CETU WJIH B HJICKTPOHHYIO I1OUTY;

5. Hcnonp3y# Tonpko 3amumeHHoe coenuaenue yepe3 HTTPS, a ue HTTP, 1.e. nmpu Habope BeG-anpeca
BBOAM UMeHHO "https://";

6. B moOunbpHOM Tenedone oTkimtoun ¢pyHkimio "Tloakmouenue Kk Wi-Fi aBTomarnyecku”. He nomyckait
aBTOMAaTHUYECKOTO TOAKIIIOUSHHS YCTPOUCTBA K ceTssM Wi-Fi 6e3 TBoero cornacusl.

CornuanbsHbie CETH

ConmanbHbIe CeTH aKTHBHO BXOAAT B HAIITy KH3Hb, MHOTHE JIFOIM pabOTalOT U KUBYT TaM ITOCTOSIHHO, a B

Facebook yxe 3aperucTpupoBaH MIJUTHAP]T YETI0BEK, UTO SBIISETCS OJHOM CeABMON BCEX JKUTEIICH IIaHEThI.

MHorue 1noyib30BaTelld He MOHUMAIOT, YTO UHPOPMAIIKs, pa3MElIeHHAs! MU B COLIMAIBHBIX CETAX, MOKET

OBITH HaliJleHa 1 UCIIONIF30BaHA KEM YTOJHO, B TOM YHCIIE HEe 0053aTeIbHO ¢ OIarMu HaMEPEHUSIMIL.

OCHOBHEBIE COBETHI TI0 O€30MTACHOCTH B COIMANBHBIX CETSX:

OrpaHuyb CIHCOK Apy3el. Y TeOs B APYy3bsSX HE NOJKHO OBITh CIy4alHBIX M HE3HAKOMBIX JIFO/ICH;

2. 3ammmiai cBOrO YaCTHYIO KHM3Hb. He yka3bIBai maposn, TeneoHbl, aapeca, JaTy TBOETO POXKICHUS 1
IpPYTYIO JINYHYIO HHPOPMAIHIO. 3IOYMBIIIICHHUKH MOTYT HCIIOIB30BaTh JaXXe HHPOPMAIIHIO O TOM, KaK THI
Y TBOU POJIUTEIN TUIAHUPYETE IPOBECTH KaHUKYJIBI;

3. 3ammmail cBOIO peryTaIuio - AepKH €€ B YUCTOTE U 3ajiaBaii cebe BOMpoc: XOTelN OBl Thl, YTOOBI IpyTHe
MIOJIH30BATEIH BUACIH, UYTO THI 3arpyxaemib? [logymaii, mpexie 4eM 9To-TO OIyOIMKOBAaTh, HAIIMCATh U
3arpy3uTh;

4. Ecnu Tl TOBOPHILE C JIOABMHU, KOTOPHIX HE 3HACIIb, HE HCIIOIB3YH CBOE peallbHOE UMSI U APYTYIO JTUYHYIO
HH(OPMAIIIH: IMsI, MECTO JKUTEIBCTBA, MECTO YIeOBI 1 IIpoUee;

5. MW30eraii pasmerienus ¢pororpaduii B IHTEpHETE, TIe THI H300paKeH HA MECTHOCTH, 110 KOTOPOH MOKHO
OTIPEAETUTh TBOE MECTOTIOJIOKEHHE;

6. [Ilpu perucTpanuu B CONMATBHON CeTH HEOOXOAMMO UCIIONB30BATEH CIOKHBIC TIAPOIIH, COCTOSAIINE U3 OYKB 1
UQP U ¢ KOIMIECTBOM 3HAKOB HE MEHee §;

7. Jlas conuanbHOM CEeTH, MOYTHI U IPYTHX CANTOB HEOOXOMMO MCIIOJIb30BaTh pa3Hbie mapoiu. Toraa ecnu
TeOsI B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH TOJTy4daT JOCTYII TOJIFKO K OTHOMY MECTY, a He BO BCE cpasy.
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DNEeKTPOHHBIE IEHBI U

ONeKTpOHHbIE IEHBI'H - 3TO OYeHb YIOOHBII CrIOcO0 IIaTexel, OJHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOPbIE

XOTSIT HOTYYUTh 3TU JAECHBIU.

OJEeKTPOHHBIE ACHBIY MOSBIIINCH COBCEM HEIaBHO M MMEHHO M3-3a 3TOTO BO MHOTHX I'OCYAapCTBaX A0 CHUX

HOp He MPOIMCAHO PO HUX B 3aKOHAX.

B Poccnn xe oHM (YHKIMOHHUPYIOT M O HUX yXe IPOMICAHO B 3aKOHE, I/Ie MX Pa3AeNAoT Ha HECKOIBKO

BUIOB - aHOHUMHBIC U HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHUMHEIE - 3TO T€, B KOTOPHIX pa3peracTcs

MPOBOAMTE ONepanuy 0e3 HACHTH(PUKAIIIY OTh30BATENs, 8 B HCAHOHUMHBIX HACHTU(HUKALINS ITOJIE30BATEIIS

SBIISIETCS] 00A3aTENBHOM.

Taxoke ciaeayeT pa3nTuuaTh MIEKTPOHHBIE (PUAaTHBIC AEHBIU (PaBHBI TOCYIAPCTBCHHBIM BAIIOTaM) U

3JIEKTPOHHBIC He(hMATHBIC ICHBI'H (HE PaBHBI TOCYJapPCTBEHHBIM BATIOTAM).

OCHOBHBIEC COBETHI 10 O€30ITACHOM PadOTE C IJIEKTPOHHBIMHU JICHBTAMH:

1. IlpuBspku K cyeTy MOOHMIIBHBIA TeseoH. TO caMblif YAOOHBIH M OBICTPEII CIOCO0 BOCCTAaHOBHUTH JAOCTYII K

cuety. [IpuBs3anHEIi Tene(hOH TOMOXKET, €CITH 3a0yACIIb CBOW TIATEKHBIM MapoiIb WX 3aieTh Ha CaliT ¢
HE3HAKOMOI'O YCTPOMCTBA;



Hcnonw3yii omHopa3oBsie mapoiu. [Tocie nmepexo/ia Ha yCUIICHHYIO aBTOpU3alInI0 TeOe yxe He OyneT
YIpoXkKaTh OMACHOCTh KPayky WJIU IepexBaTa IJIaTeXHOro NapoJis;

Bri6epu cioxHbIi maposib. [IpectymmaukamM OyneT He TPOCTO yralaTh CIOXKHBIN apoib. HajaexxHbie maponu
- 3TO MAPOIIH, KOTOPHIE COAEPKAT HE MEHEe 8 3HAKOB M BKIIIOUAIOT B Ce0S1 CTPOUHBIE U IPOITHUCHBIE OYKBHI,
UQPBI ¥ HECKOIBKO CUMBOJIOB, TAKUE KaK 3HAK JoJuIapa, GyHTa, BOCKIUIIATENBHEIH 3HAK U T.11. Hampumep,
$tRONg!;;

He BBOM cBOM NTMYHBIE TaHHBIE HA CalTaX, KOTOPHIM HE JOBEPSEIIb.

DIIeKTpOHHAS TTOYTa
ONEeKTpOHHAs [TOYTa - 3TO TEXHOJIOTUS U NIPEIOCTABISIEMBIE €10 YCIYTH 110 EPECHUIKE U OTYYEHUIO
JIEKTPOHHBIX COOOICHUH, KOTOPBIE PaCcTIPEACIISIOTCS B KOMIBIOTEpHOH ceTH. OOBIYHO 2JIEKTPOHHBIH
MIOYTOBBIH AIMK BHITIBIINUT CICIYIOIINM 00pa3oM: HMsL_ITOJB30BATENA(@MMs_ToMeHa. Takxke KpoMme mepeaadn
MIPOCTOTO TEKCTa, UMEETCSI BO3SMOXKHOCTH ITepPeAaBaTh (Dailibl.
OCHOBHBIC COBETHI TI0 OE30MACHOM PabOTE C IMEKTPOHHOM OYTOM:
Hano BeIOpaTh nMpaBWIIBHBIM TOYTOBEIH cepBHC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD OECTUIaTHBIX
IIOYTOBBIX CEPBUCOB, OTHAKO JIyYIlIE TOBEPSTh TEM, KOT'O 3HAELIb U KTO NEPBBIN B pEITHHTE;
He ykaspiBaii B IW4HO# mo4te TuuHyr0 nHpopmManuto. Hampumep, gydie BHIOpaTh
"My3bIKaIBHBIN (paHaT@" miu "pok2013" BMecTo "Temal3";
Hcnonp3yit AByX3TaIllHYI0 aBTOPU3ALUI0. DTO KOTAa MOMUMO NapoJisl Hy>KHO BBOAMUTH KOJI, IPUCHLIAEMBIH
mo SMS;
Bri6epu cnoxxHbIi apoib. [1Ji Kaxa0ro mo4ToBOro SIKKa J0KEH ObITh CBOW HA/ICKHBIN, YCTOMUUBBIN K
B3JIOMY [1apOJIb;
Eciu ecTh BO3MOYKHOCTh HAallMcaTh CaMOMY CBOM JIMUHBIM BOIIPOC, UCIONb3YH 3Ty BOZMOXKHOCTb;
Hcnonb3yil HECKOJIBKO TOYTOBBIX SIIIUKOB. [1epBbIil 17151 YACTHOM MEpenucKy ¢ agpecaTaMu, KOTOPBIM ThI
JIOBepseIIb. ITO AIIEKTPOHHBIN alipec He HAJI0 UCTIOIBb30BaTh IPH PETHCTPAlMU Ha (JopyMax U caiTax;
He oTkpeiBaii aiiinel u Ipyrue BIOXKEHUS B MICEMaX, JasKe €CIIM OHU MPUILIH OT TBOMX JIpy3eit. Jlyudme
YTOYHH y HUX, OTIIPABIISUIH JIH OHH Tebe 3TH (ailbl;
[locne okoHUaHMS PaOOTHI HA IOYTOBOM CEPBHCE TEPE 3aKPBITHEM BKIIAIKH C CAaHTOM He 3a0yIb HaXKaTh
Ha "Beriftn".
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KubepOyuTHHT HITH BUPTYAIBHOE M3/IEBATEIIECTBO

KubepOyumiHT - npeciiefoBaHre COOOIIESHUMH, COJIEPIKAIMUMU OCKOPOJICHHS, arPECCHIO, 3aITyTUBAHHC;,
XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAaHHE C TIOMOIIBIO PA3INYHBIX HHTEPHET-CEPBUCOB.

OCHOBHEBIE COBETHI TT0 OOpPE0E ¢ KHOEPOYITHHTOM:

He Opocatics B 6oii. JIydmiuii crioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CIIH HET TOT0, K KOMY MOXHO
O6paTI/ITI>C$[, TO BHA4aJI€ YCIIOKOUTHCA. Ecau ThI HaUHENIE OTBEYATH OCKOp6JIeHI/I$IMI/I Ha OCKOp6J]eHI/I$[, TO
TOJIBKO ellle OOJIbIIE Pa30Kellb KOH(INKT;

VYnpansii cBoei KnbeppermyTamuei;

AHOHUMHOCTE B CETH MHUMas. CyHleCTByIOT CII0COOBI BbBIICHUTD, KTO CTOUT 3a aHOHUMHBIM aKKayHTOM;
He crout BecTH Xymuranckuii 00pa3 BUPTyaIbHOM XKU3HU. VIHTEpHET (UKCHPYET BCE TBOU JICHCTBUS U
COXpaHsIeT uX. Y TAIUTh UX OyaeT KpailHe 3aTpyIHUTEIBHO;

Co0bumro/1aii CBOIO BUPTYaIbHYIO Y€CTh CMOJIOAY;

Urnopupyit enuHU4HbIN HeraTuB. OJHOPA30BbIe OCKOPOUTEIBHBIC COOOIIEHUS JTy4Ille HTHOPHPOBATD.
OOBIYHO arpeccus MpeKpanaeTcs Ha Ha4anbHOM CTaany;

Ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHUSIMH, B COIMAIBHBIX CETIX €CTh
BO3MOYKHOCTb OJIOKUPOBKH OTIIPABKHU COOOILEHHUIT C ONPEIeIeHHbIX aIpecoB;

Ecnu 161 cBUAETeNs KnOepOyumHra. TBOM NeHCTBUS: BEICTYIIUTD IPOTHB TPECIIEA0BATEN, II0Ka3aTh EMY,
YTO €ro AEHCTBUS OLIEHUBAIOTCS HEraTHBHO, MOJIEPKaTh JKEPTBY, KOTOPOH HY)KHA IICHXOJIOTHYECKas
MOMOIIIb, COOOILIUTH B3POCIBIM O (haKTe arpecCHBHOTO MOBE/ICHUS B CETH.
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MoOubHBIH TenedoH

CoBpeMeHHbIe CMapTHOHBI U TUIAHIIIETHI COJIEpXKAT B ceOe BIIOTHE B3POCIbI ()YHKIIMOHAI, M TENIEph OHU
MOTYT KOHKYPHUPOBATh CO CTAl[MOHAPHBIMH KOMIbIOTepamMu. OTHAKO, CPENICTB 3aIUTHI IS TTOA00OHBIX
YCTPOMCTB ITOKA 0YEHb Majio. TeCcTUpOBaHUE U MOUCK YSI3BUMOCTEN B HUX ITPOUCXOAUT HE TAK MHTEHCUBHO,
kak jutst [1K, To sxe camoe kacaercsi 1 MOOMJIBHBIX TIPUIIOKCHUH.
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CoBpeMeHHBIE MOOMITEHBIC Opay3ephl YK€ MPaKTHIECKH TOTHAJIM HACTOJIBHBIC aHAJIOTH, OTHAKO PACIIUpPEHHE
(hyHKIIMOHAIA BICYET 332 COOO0M OONBIIYIO CI0KHOCTh M MEHBIITYIO 3alIUIIEHHOCTb.

Janexo He Bce MPOM3BOAUTEINH BEITYCKAIOT OOHOBIICHIS, 3aKPHIBAIOIINE KPUTHIECKHE YI3BUMOCTH JJISI CBOUX
YCTPOMCTB.

OCHOBHBIEC COBETHI TSI 0E30ITACHOCTH MOOHMIBHOTO TeledoHa:

Huuero He siBIsieTcs mo-HacTosAeMy OecIutaTHBIM. byb ocToposkeH, Bellb Koraa Tede MmpeaiaraioT
OecIUTaTHEIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUTATHBIC YCIYTH;

Hywmaii, npexxae ueM oTrnpaButh SMS, $hoto mim Buneo. Tl TOYHO 3HACIIB, TJIC OHA OyIyT B KOHEUHOM
urore?

Heo06xoauMo 0OHOBIISITE OMEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBUPYCHBIE TIPOTPAMMEI 11 MOOWITBHBIX TeIe()OHOB,;

He 3arpyskait mpriokeHust OT HEM3BECTHOTO UCTOYHHKA, BEIIb OHH MOTYT COJIEPIKaTh BPEIOHOCHOE
IporpaMMHOE 00eCTIeUeHHE;

ITocre Toro kak ThI BBIAACIIB C caiiTa, rjie BBOIMI JHYHYIO HH(DOPMAIIUIO, 3ai/I1 B HACTPOIKY Opay3epa u
ynaiu cookies;

[eprogmyeckn IpoBepstiA, KaKKe IWIATHBIC YCIIYTH aKTUBHPOBAHBI HA TBOEM HOMEPE;

[asaii cBoit HOMep MOOHIBHOTO TeJeOHa TONBKO JIIOASIM, KOTOPBIX ThI 3HACTITH H KOMY JOBEPSICIIb;
Bluetooth momkeH OBITh BBIKIIIOUEH, KOT/Ia Th MM HE TIOJb3yelibes. He 3a0biBaii HHOTIA TIPOBEPSTH 3TO.

Online urpst

CoBpeMeHHBIE OHJIAIH-UIPHI - 3TO KPACOYHBIE, 3aXBaTHIBAIOLINE Pa3BICUCHUsI, 00BEIUHSIONME COTHH ThICSY
YeNI0BEK M0 BceMy MUpPY. ITpoKH UCCIeqyIOT NTaHHEBIH UM MHUp, OOIIAIOTCS APYT € APYTOM, BBITOTHSIOT
3aJaHUs, CPAKAIOTCS C MOHCTPAMH U TIOIYYAIOT OTIBIT. 3 YIOBOJNBCTBHIE OHU IDIATST: MOKYIIAIOT IUCK,
OILTa4YMBAIOT A0OHEMEHT WIIM IPUOOPETAFOT KAKHUEe-TO OIIINH.

Bce T cpenctBa unyT Ha moanep kaHUe U pa3BUTHE UTPHI, a TAKXKE HA caMy 0€3011acHOCTb:
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3ALINH, BEITYCKAIOTCS HOBBIE ATYH (IHU(PPOBHIE 3aIUTATKH IS
IpOTrpaMM), 3aKPHIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogo0HBIX HrpaX CTOUT OMAacaThCs HE CTONBKO CBOMX COTIEPHUKOB, CKOJBKO KPakKd TBOETO MapoJIs, Ha
KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINH OOJBIINHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30IIaCHOCTH TBOETO UIPOBOT0 aKKayHTA!

Ecnu npyroit urpok BeAeT cedst III0X0 WK co3AaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ro B CIIHCKE
UTPOKOB;

[Moxanyiicsi aAIMUHUCTPATOPAM UIPhI Ha IJIOXO0€ TIOBEJCHHE 3TOTO UTPOKA, JKENIATENbHO MPUIIOKHUTh KaKue-
TO JI0Ka3aTeJIbCTBA B BUE CKPHHOB;

He ykasbiBaii THUHYIO HH(POPMAIIHIO B TIpOdaiisie Urphl;

YBaxall Jpyrux y4aCTHUKOB IO UIPE;

He ycranaBnuBaii HeoduIaabHble MATYH U MOJIBI;

Hcnonb3yil CIOXKHBIE U pa3HbIE TAPOIIH;

Jaxxe Bo BpeMs UTPHI HE CTOUT OTKITIOYATh aHTHBHPYC. [10Ka THI HTpaemib, TBOH KOMIBIOTEP MOTYT
3apasuTh.

OUIIMHT WIK Kpaka JIMYHBIX JAHHBIX

OOBIYHOH KpaxKeil IeHeT U JOKYMEHTOB CETOJHS YK€ HUKOTO He YAMBHIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTUH 37I0yMBIIIJIEHHUKH IEPEMECTUIINCH B UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCS "TI0OMMBIM" 1€7I0M.
Tak mosiBIIIack HOBasl yrpo3a: HHTEPHET-MOIICHHIYECTBA WIIH (DUIIKHT, TJIaBHAS IeIThb KOTOPOTO COCTOUT B
MOJTyYeHUH KOH(PUICHIIMATLHBIX JTAHHBIX MOJIb30BATENICH - IOTHHOB U mapodeil. Ha aHrnuiickoM s3bIke
phishing untaercs kak ¢ummHr (ot fishing - peiOHas 0B, password - TapoIb).

OCHOBHBIC COBETHI IO 0OPHOE ¢ PUITHHTOM:

Crnenu 3a cBoUM aKkkayHTOM. Eclii ThI TOJ103peBaetilb, 4TO TBOS aHKETa Oblia B3JIOMaHa, TO HEOOXO0IUMO
3a0JI0KMPOBATh €€ U COOOIIHUThH aJIMUHUCTPATOPAM pecypca 00 3TOM Kak MOKHO CKOpee;

Hcnone3yit 6e30macHbie BeO-CAHThI, B TOM YHCIIE, HHTCPHET-Mara3HHOB U IIOMCKOBBIX CHCTEM;

Hcnone3ayii c10xKHbBIE U pa3Hble mapoin. Takum o6pa3oM, eciiu Te0s B3IIOMAIOT, TO 37I0YMBIIICHHUKH
MOJTy4at JOCTYII TOJIBKO K OJTHOMY TBOEMY MIPO(QHITIO B CETH, & HE KO BCEM;

Ecmu Te0s B31OManm, To HEOOXOIUMO MPEIYIPEAUT BCEX CBOUX 3HAKOMBIX, KOTOpBIE TOOABIICHEI Y TEOS B
JIPY3bsIX, O TOM, YTO T€Os B3JIOMAJIA U, BO3MOKHO, OT TBOCTO UMEHH OY/IET pacChlIaThCs CIIaM U CChUIKH Ha
(PUIIMHTOBBIC CAMTHI;

YcranoBu HagexHbIH mapois (PIN) Ha MOOWMITBEHBIH TeneoH;

OTKJII04M COXpaHEeHHe Mmapoiis B Opaysepe;



7. He oTkpsbiBaii aiiibpl u Jpyrue BIOKEHUS B MMChMaX, Na)e €CIIM OHU MPHUIILTH OT TBOUX Apy3eid. Jlydie
YTOYHH Y HUX, OTIIPABISUIN JTH OHH TeOe ATH (Daiiibl.

Ludposas penyrarms
Ludposas pemyranms - 3T0 HeraTHBHAs WM MO3UTHBHAS HH(pOpManus B ceT o Tedbe. Kommpomernpyrormas
uH(popManys, pa3MeIeHHas B UHTEPHETE, MOXKET Cepbe3HBIM 00pa3oM OTPa3UTHCS Ha TBOCH peabHON JKU3HH.
"Lindposas pemyrauuns" - 3T0 TBOH UMUK, KOTOPHIH popmupyeTcs u3 nHGopManum o Tebe B MHTEPHETE.
TBoe MecTO KUTENBCTBA, YIeObl, TBOE (PMHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapaKkTepa M paccKasbl O
ONM3KHX - BCE ITO HAKAIUTUBAETCS B CETH.
MHorue nopoCTKH JIETKOMBICIIEHHO OTHOCATCA K ITyOsIMKanuy JTnaHoi nadopmaryu B MaTepHETE, HE
MIOHMMast BO3MOXHBIX MOCIIeICTBUH. THI laske HE CMOJKelb A0TalaThest 0 TOM, uTo (ororpadus,
pa3MeIleHHas 5 JIeT Ha3aj, cTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.
KommenTapuu, pazmenieHne TBoux GoTtorpaduii 1 Apyrue AeHCTBHA MOTYT HE HCUE3HYTH JJasKe MOCIE TOTo,
KakK ThI UX yJaaumib. Tl HE 3HaeIllb, KTO COXPaHMII 3Ty HH(POPMALHIO, TI0TaNa JIX OHA B TIONCKOBBIE CUCTEMBI
¥ COXpPaHWJIACh JIM OHA, a TIABHOE: YTO MOAYMAIOT O TeOe OKpYy KaroIIye JFOIH, KOTOPbIE HAHIYT U YBHIST 3TO.
Hatiti nHbOpMAIIHIO MHOTO JIET CITYCTSI CMOJKET JIF00OM - Kak U3 T0OphIX MOOYKIACHHH, TaK U C HAMEPEHUEM
IPUYUHUTD BPeA. ITO MOXKET OBITh KTO YTOHO.
OCHOBHBIE COBETEHI 110 3alIUTe [U(POBOH PEIyTalu:

[omymaii, mpeskze 4eM 4To-TO IyOIMKOBATh M IIepeaaBarh y cebs B OJore Wi B COLMAIBHOMN CeTH;
2. B Hactpoiikax npo¢uis yCTAaHOBU OTPaHUYEHHS Ha IPOCMOTP TBOETO MPOQUIIS U ero coaepKUMOro,

cenait ero ToNbKo "mis apy3en”;

3. He pa3menraii 1 He yka3pIBait HH(POPMAIINIO, KOTOpask MOXKET KOTO-THOO0 OCKOPOJIATh HITH OOFIKATh.

=

ABTOpCKOE NPaBo

CoBpeMeHHBIE IIKOJIBHUKY - aKTHBHBIE TI0JIE30BATENN H(POBOTO IMpocTpaHcTBa. OIHAKO JaJIEKO HE BCE
3HAIOT, YTO MOJIb30BaHHE MHOTUMH BO3MOKHOCTSIMHU IIM(POBOro MUpa TpedyeT coOIroieHHs IpaB Ha
UHTEJJICKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH "UHTEIUIEKTyalIbHAs COOCTBEHHOCTH" OTHOCHUTCS K Pa3IUYHBIM TBOPEHHSIM YEIIOBEUECKOTO YMa,
HAauMHAas C HOBBIX U300pETEHUI U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U
3aKaH4YMBask KHUraMu, otorpadusiMu, KHHOQUIBMAaMHU U My3BIKaIbHBIMHU IPOU3BEICHUIMHU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha HHTEIUICKTYAJIbHYI0 COOCTBEHHOCTh Ha MPOU3BENCHIS HAYKH, JTUTSPATYPHI U
HCKYCCTBa. ABTOPCKHE IpaBa BEICTYIAIOT B KAYECTBE TaAPaHTHU TOTO, YTO WHTEILICKTYaIbHBIH/ TBOPIECKHHA
TPYZ aBTOpa He OyeT HalpacHbIM, JaCT €My CIpPaBeUIMBBIE BO3MOXKHOCTH 3apa0d0TaTh Ha Pe3yabTaTaxX CBOECTO
TpYyZa, MOIYIUTh H3BECTHOCTD M MpH3HaHUe. HukTo 6e3 paspemenns aBTopa He MOKET BOCIIPOM3BOINUTE €TO
MIPOM3BECHNE, PACIIPOCTPAHITD, ITYOIHIHO IEMOHCTPHUPOBATD, IPOAABAThH, HMIIOPTHPOBATh, ITyCKATh B
MIPOKAT, IMyOJIMYHO UCTIONHAT, TOKA3bIBATh/UCIIONHSTE B 3(Hpe WK pa3Menars B MIHTepHeTe.
Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 00ECTIEYEHHUsSI MOXKET IPUBECTH K MHOTMM PUCKaM: OT IOTEPH
JAHHBIX K TBOUM aKKayHTaM 10 OJOKHPOBKHU TBOETO YCTPOHCTBA, T/Ie YCTAHOBIICHA HeJeTalbHasl IIPOrpaMMa.
He crour Taxxe 336LIBaTL, 4TO CYHICCTBYIOT JICTAJIbHBIC U OecIutaTHbIE NporpamMmbl, KOTOPBIC MOKHO HaAWTH B
CCTH.

I/IHq)OpMaI_II/ISI O MCPOIIPUATHAX, ITPOCKTAX U IPOIrpaMMaX, HAIIPABJICHHBIX HAa ITOBBINICHUC

MH(OPMaLMOHHON TPAMOTHOCTH 00Y4arOIINXCsl
ITAMSTKA

JUI OBYYAIOIMXCS Ob UHO®OPMALIMOHHOM BE3OITACHOCTU JIETEMN
HEJIB341

1. BceM noapsi cooOImaTh CBOO YacTHYI0 HHGOpMAIHIO (HacTosImue UMsl, (haMunto, TeaedoH, aapec, HoMep
IIKOJBI, a TaKXKe (oTorpaduy CBOHM, CBOCH CEMBH U JIpy3ei);

2. OTKpBIBaTI) BJIOJKCHHEBIC (l)af/iHBI BHCKTpOHHOﬁ MOYTHhI, KOrla HEC 3HACHIb OTIIPABUTEIIA;
3. FPY6PITL, OpuanupaTbCsa, OKa3bIBATh JAaBJICHUEC - BECTU ce0s1 HEBEXKIIMBO U arpe€CCrUBHO;

4. He pacmiopspkaiicst ieHbraMu TBOCH ceMbH 0e3 pa3pelIeHus CTapIInX - BCErIa CIpalluBai poanTesnei;



5. He Bctpeuaiics ¢ THTEpHET-3HAKOMBIMH B PEaIbHOM XKHU3HHU - IOCOBETYHCS CO B3POCIIBIM, KOTOPOMY
JIOBEPSICIIb.

OCTOPOXHO

1. He Bce mumryt nmpapay. Ynraems o cebe HenpaBay B MIHTepHETE - COOOITH 00 ’TOM CBOUM POJIUTEIISM HIIH
OIIeKyHaM;

2. Ilpuriamaiot mepenuchBaThCs, UTPAaTh, 0OOMEHUBATHCS - IIPOBEPDH, HET JIN ITO/IBOXA;
3. HezakonHoe xonupoBanue (aiisioB B MTHTepHETE - BOPOBCTBO;
4. Bceraa paccka3biBail B3pOCIIbIM O Mpo0sieMax B CETH - OHU BCET/1a IOMOTYT;

5. Ucrionb3yit HACTpOHKH 0€30MaCHOCTH W TIPUBATHOCTH, YTOOBI HE TIOTEPATh CBOU aKKAYHTHI B COIICETAX U
IpYTHX IOpTaiax.

MOXHO

1. YBaxaii ApyTrux noJjb30BaTeieil;

2. Ionw3yembest UHTEPHET-UCTOYHUKOM - IeTIall CChUIKY Ha HETO;

3. OTKpbIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O01aTkCs 3a MOMOUIBIO B3POCIIBIM - POJIUTENH, ONEKYHbI U aIMUHUCTPAIUS CalTOB BCEria IOMOLYT;

5. Ilpoitnn oOydyenne Ha caiiTe "CeTeBHUOK" U MOIYYH NACIIOPT ITUPPOBOTO TpaskIaHHHA!



